Netwrix Corporation Accessibility Conformance Report

Revised Section 508 Edition

(Based on VPAT® Version 2.4)
Name of Product/Version: Netwrix Auditor / 9.96.8399
Report Date: February 25, 2021

Product Description: Visibility Platform for User Behavior Analysis and Risk
Mitigation

Contact Information: Rachel Richart, legal@netwrix.com

Notes: This VPAT does not cover the following product areas:

SSRS Reporting Services reports are delivered as sample reports.

“Voluntary Product Accessibility Template” and “VPAT” are registered
service marks of the Information Technology Industry Council (ITI) 1



Evaluation Methods Used: Manual testing and inspection

Applicable Standards/Guidelines

This report covers the degree of conformance for the following accessibility standard/guidelines:

Standard/Guideline Included In Report
Web Content Accessibility Guidelines 2.0 Level A (Yes)
Level AA (Yes)

Level AAA (No)

Revised Section 508 standards published January 18, 2017 and corrected January 22,
2018

(Yes)

Terms

The terms used in the Conformance Level information are defined as follows:

e Supports: The functionality of the product has at least one method that meets the criterion without known defects or meets with
equivalent facilitation.

e Partially Supports: Some functionality of the product does not meet the criterion.

e Does Not Support: The majority of product functionality does not meet the criterion.

e Not Applicable: The criterion is not relevant to the product.

¢ Not Evaluated: The product has not been evaluated against the criterion. This can be used only in WCAG 2.0 Level AAA.


http://www.w3.org/TR/2008/REC-WCAG20-20081211
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines

WCAG 2.0 Report

Tables 1 and 2 also document conformance with Revised Section 508:

e Chapter 5—-501.1 Scope, 504.2 Content Creation or Editing
e Chapter 6 — 602.3 Electronic Support Documentation

Note: When reporting on conformance with the WCAG 2.0 Success Criteria, they are scoped for full pages, complete processes, and
accessibility-supported ways of using technology as documented in the WCAG 2.0 Conformance Requirements.



https://www.w3.org/TR/WCAG20/#conformance-reqs

Table 1: Success Criteria, Level A

Notes:

Criteria

1.1.1 Non-text Content (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.2.1 Audio-only and Video-only (Prerecorded) (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.2.2 Captions (Prerecorded) (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.2.3 Audio Description or Media Alternative (Prerecorded) (Level A)

Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
1.3.1 Info and Relationships (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)

Conformance Level

Partially Supports

Supports

Supports

Supports

Does not support

Remarks and Explanations

Almost all Icons\Buttons\Labels used within dialog
boxes, panes and menus provide textual descriptions.
However, there are some exceptions, i.e. buttons for
removing alerts\subscriptions, and conditions\drilldown
within search.

There is no prerecorded Audio-only and Video-only
content in the application.

There is no applicable content in the application.

There is no applicable content in the application.

Windows built-in accessibility tools cannot recognize all
Ul elements


http://www.w3.org/TR/WCAG20/#text-equiv-all
http://www.w3.org/TR/WCAG20/#media-equiv-av-only-alt
http://www.w3.org/TR/WCAG20/#media-equiv-captions
http://www.w3.org/TR/WCAG20/#media-equiv-audio-desc
http://www.w3.org/TR/WCAG20/#content-structure-separation-programmatic

Criteria

e 602.3 (Support Docs)

1.3.2 Meaningful Sequence (Level A)

Also applies to:

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.3.3 Sensory Characteristics (Level A)

Also applies to:

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.4.1 Use of Color (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

1.4.2 Audio Control (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.1.1 Keyboard (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.1.2 No Keyboard Trap (Level A)
Also applies to:

Conformance Level

Does not support

Supports

Supports

Supports

Supports

Supports

Remarks and Explanations

Windows built-in accessibility tools cannot recognize all
Ul elements

Instructions provided for understanding and operating
content do not rely solely on sensory characteristics of
components such as shape, size, visual location,
orientation, or sound.

Color is not used as the only visual means of presenting
the information and content.

Audio content that is played automatically is not
present

The product allows using the keyboard for the
operations. There are some limitations within
subscriptions dialog combined with the TAB-using with
the alternatives of using Left-Right Arrows.

There are no keyboard traps. There are no well known
issues.


http://www.w3.org/TR/WCAG20/#content-structure-separation-sequence
http://www.w3.org/TR/WCAG20/#content-structure-separation-understanding
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-without-color
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-dis-audio
http://www.w3.org/TR/WCAG20/#keyboard-operation-keyboard-operable
http://www.w3.org/TR/WCAG20/#keyboard-operation-trapping

Criteria

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.2.1 Timing Adjustable (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
2.2.2 Pause, Stop, Hide (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.3.1 Three Flashes or Below Threshold (Level A)

Also applies to:

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.4.1 Bypass Blocks (Level A)
Also applies to:
Revised Section 508

e 501 (Web)(Software) — Does not apply to non-web software

e 504.2 (Authoring Tool)

e 602.3 (Support Docs) — Does not apply to non-web docs

2.4.2 Page Titled (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)

Conformance Level

Supports

Supports

Supports

Not Applicable

Supports

Remarks and Explanations

The product doesn’t have the time limits.

There is no moving, blinking, or scrolling information
that starts automatically.

The product does not contain anything that flashes
more than three times in any one second period, or the
flash is below the general flash and red flash thresholds.

Does not apply to non-web software

All pages within the application
have informative titles.


http://www.w3.org/TR/WCAG20/#time-limits-required-behaviors
http://www.w3.org/TR/WCAG20/#time-limits-pause
http://www.w3.org/TR/WCAG20/#seizure-does-not-violate
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-skip
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-title

Criteria

e 602.3 (Support Docs)

2.4.3 Focus Order (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.4.4 Link Purpose (In Context) (Level A)

Also applies to:

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

3.1.1 Language of Page (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

3.2.1 On Focus (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

3.2.2 On Input (Level A)
Also applies to:

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

3.3.1 Error Identification (Level A)
Also applies to:

Conformance Level

Supports

Supports

Not applicable

Supports

Supports

Supports

Remarks and Explanations

Movement between the focusable components using
only the keyboard, in meaningful sequence order.

The purpose of link text can be determined in the
context.

Does not provide multiple language options

A change of context is not initiated when elements on
the page receive focus.

The changing of any settings doesn’t automatically
cause a change of context unless the user has been
advised of the behavior before using the component.
There are no unpredictable content changing.

When input errors are detected, they are described to
the user in text, including identifying the item where the


http://www.w3.org/TR/WCAG20/#navigation-mechanisms-focus-order
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-refs
http://www.w3.org/TR/WCAG20/#meaning-doc-lang-id
http://www.w3.org/TR/WCAG20/#consistent-behavior-receive-focus
http://www.w3.org/TR/WCAG20/#consistent-behavior-unpredictable-change
http://www.w3.org/TR/WCAG20/#minimize-error-identified

Criteria
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

3.3.2 Labels or Instructions (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

4.1.1 Parsing (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
4.1.2 Name, Role, Value (Level A)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

Table 2: Success Criteria, Level AA

Notes:

Criteria
1.2.4 Captions (Live) (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)

Conformance Level Remarks and Explanations

error occurred. l.e. the product has Health Statuses and
the Health Log.

Supports All fields have a corresponding informative label.

The Product is not implemented using markup

Not Applicable languages.

Does not support
Ul components cannot be programmatically determined

Conformance Level Remarks and Explanations

S No audio content in video is being used
upports


http://www.w3.org/TR/WCAG20/#minimize-error-cues
http://www.w3.org/TR/WCAG20/#ensure-compat-parses
http://www.w3.org/TR/WCAG20/#ensure-compat-rsv
http://www.w3.org/TR/WCAG20/#media-equiv-real-time-captions

Criteria
e 602.3 (Support Docs)

1.2.5 Audio Description (Prerecorded) (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
1.4.3 Contrast (Minimum) (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
1.4.4 Resize text (Level AA)

Also applies to:
Revised Section 508

e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
1.4.5 Images of Text (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
2.4.5 Multiple Ways (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software) — Does not apply to non-web software
e 504.2 (Authoring Tool)
e 602.3 (Support Docs) — Does not apply to non-web docs
2.4.6 Headings and Labels (Level AA)
Also applies to:

Conformance Level

Supports

Supports

Supports

Supports

Not applicable

Software supports

Remarks and Explanations

No pre-recorded video is being used.

Contrast ratio of Ul components is higher than 3:1

Text can be resized up to 200% without loss of
content or functionality

Images of text are not used

The product is non-web software.

Headers describe the topic or purpose of the


http://www.w3.org/TR/WCAG20/#media-equiv-audio-desc-only
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-contrast
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-scale
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-text-presentation
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-mult-loc
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-descriptive

Criteria

Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

2.4.7 Focus Visible (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
3.1.2 Language of Parts (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)
3.2.3 Consistent Navigation (Level AA)

Also applies to:
Revised Section 508

e 501 (Web)(Software) — Does not apply to non-web software

e 504.2 (Authoring Tool)

e 602.3 (Support Docs) — Does not apply to non-web docs

3.2.4 Consistent Identification (Level AA)
Also applies to:
Revised Section 508

e 501 (Web)(Software) — Does not apply to non-web software

e 504.2 (Authoring Tool)

e 602.3 (Support Docs) — Does not apply to non-web docs

3.3.3 Error Suggestion (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)

Conformance Level

Software supports

Does not support

Not applicable

Not applicable

Software supports

10

Remarks and Explanations

content below them. Labels describe the
purpose of the associated field

Visual indication of the location of the focus (border,
vertical bar, highlighted text)

The software product has no content written in
multiple languages.

The product is non-web software.

The product is non-web software.

Where suggestions for fixing an input error
are known, they are provided to the user


http://www.w3.org/TR/WCAG20/#navigation-mechanisms-focus-visible
http://www.w3.org/TR/WCAG20/#meaning-other-lang-id
http://www.w3.org/TR/WCAG20/#consistent-behavior-consistent-locations
http://www.w3.org/TR/WCAG20/#consistent-behavior-consistent-functionality
http://www.w3.org/TR/WCAG20/#minimize-error-suggestions

Criteria
e 602.3 (Support Docs)

3.3.4 Error Prevention (Legal, Financial, Data) (Level AA)
Also applies to:
Revised Section 508
e 501 (Web)(Software)
e 504.2 (Authoring Tool)
e 602.3 (Support Docs)

Table 3: Success Criteria, Level AAA

Notes: Not Applicable because the product is not web application

Conformance Level

Software supports

11

Remarks and Explanations

Data is checked for input errors with an
opportunity to correct them. Settings can be
reviewed and corrected without serious
consequences as the result of a mistake


http://www.w3.org/TR/WCAG20/#minimize-error-reversible

Revised Section 508 Report

Notes:

Chapter 3: Functional Performance Criteria (FPC)

Notes:

Criteria

302.1 Without Vision

302.2 With Limited Vision

302.3 Without Perception of Color

302.4 Without Hearing
302.5 With Limited Hearing
302.6 Without Speech

302.7 With Limited Manipulation

302.8 With Limited Reach and Strength

302.9 With Limited Language, Cognitive, and Learning Abilities

Chapter 4: Hardware

Notes: Not applicable. This product does not provide hardware.

Conformance Level

Does Not Support

Supports

Supports

Supports
Supports
Supports

Supports

Supports

Supports

12

Remarks and Explanations

There are many functions that cannot be
completed via the keyboard because

the user interface controls do not provide
enough information to the screen readers.

The product will work with assistive
technologies that provide magnification.

The product uses color as a means of
drawing attention and not as the only
means of conveying information.

The product does not include audio.
The product does not include audio.
User speech is not required for operation.

The product supports standard input
mechanisms.

The product supports standard input
mechanisms.

The product uses standard interface
mechanisms that would be familiar to
most individuals.


https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#302-functional-performance-criteria
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#401-general

Chapter 5: Software

Notes:

Criteria
501.1 Scope — Incorporation of WCAG 2.0 AA
502 Interoperability with Assistive Technology

502.2.1 User Control of Accessibility Features
502.2.2 No Disruption of Accessibility Features

502.3 Accessibility Services

502.3.1 Object Information

502.3.2 Modification of Object Information

502.3.3 Row, Column, and Headers

502.3.4 Values

502.3.5 Modification of Values

502.3.6 Label Relationships

502.3.7 Hierarchical Relationships

502.3.8 Text

Conformance Level
See WCAG 2.0 section
Heading cell — no response required

Not applicable
Supports

Heading cell — no response required

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

13

Remarks and Explanations
See information in WCAG 2.0 section
Heading cell — no response required
The product is not a platform software

The product has not been found to disrupt
accessibility features of the user’s system

Heading cell — no response required

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software

and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic


https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#501-general
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#502-interoperability-assistive-technology

Criteria

502.3.9 Modification of Text

502.3.10 List of Actions

502.3.11 Actions on Objects

502.3.12 Focus Cursor

502.3.13 Modification of Focus Cursor

502.3.14 Event Notification

502.4 Platform Accessibility Features
503 Applications

503.2 User Preferences

503.3 Alternative User Interfaces

503.4 User Controls for Captions and Audio Description

503.4.1 Caption Controls

503.4.2 Audio Description Controls

Conformance Level

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable
Heading cell — no response required

Supports

Not Applicable

Heading cell — no response required

Not Applicable

Not Applicable

14

Remarks and Explanations
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
and does not provide programmatic
exposure

The product is not a platform software
Heading cell — no response required

The product does not override platform
settings for color, contrast, font type, font
size, and focus cursor.

The product does not provide an
alternative user interface that functions as
assistive technology

Heading cell — no response required

The product does not provide volume
adjustment

The product does not provide program
selection


https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#503-applications

Criteria
504 Authoring Tools

504.2 Content Creation or Editing (if not authoring tool, enter “not
applicable”)

504.2.1 Preservation of Information Provided for Accessibility in Format
Conversion

504.2.2 PDF Export

504.3 Prompts

504.4 Templates

Conformance Level
Heading cell — no response required

See WCAG 2.0 section

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Chapter 6: Support Documentation and Services

Notes:

Criteria
601.1 Scope

602 Support Documentation

602.2 Accessibility and Compatibility Features
602.3 Electronic Support Documentation
602.4 Alternate Formats for Non-Electronic Support Documentation

603 Support Services

603.2 Information on Accessibility and Compatibility Features

603.3 Accommodation of Communication Needs

Conformance Level
Heading cell — no response required
Heading cell — no response required

Available upon request

See WCAG 2.0 section
Not Applicable

Heading cell — no response required

Available upon request

Supports

15

Remarks and Explanations
Heading cell — no response required

See information in WCAG 2.0 section
The product is not an authoring tool.
The product is not an authoring tool.

The product is not an authoring tool.

The product is not an authoring tool.

Remarks and Explanations
Heading cell — no response required
Heading cell — no response required

See information in WCAG 2.0 section

Product documentation is in electronic
format

Heading cell — no response required

The provided support services
accommodates the communication needs
of individuals with disabilities


https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#504-authoring-tools
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#601-general
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#602-support-documentation
https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/final-rule/text-of-the-standards-and-guidelines#603-support-services

Legal Disclaimer

Netwrix Corporation (“Netwrix”). All rights reserved. The information contained in this document represents the current view of Netwrix on the issues discussed
as of the Report Date. Netwrix cannot guarantee the accuracy of any information presented after the Report Date. Modifying the product or any portion of the

product voids this conformance statement from Netwrix.

This document is not intended to (nor does it) create, impose or supplement any duty or obligation, contractual or otherwise. The contents of this document do
not constitute either legal advice, representation, warranty or guarantee regarding applicable accessibility requirements. This document is for informational
purposes only. No liability shall arise for any loss, damage or expense whatsoever, whether direct or indirect, however arising, whether in contract, tort
(including negligence) or otherwise, in connection with this document, including (without limitation) any course of action taken on the basis of its contents.

THIS DOCUMENT IS PROVIDED “AS-IS” AND NETWRIX MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.
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