N7 Synack.

‘ Vendor Part # List Price

SYNACK-PLATFORM-02-FR FedRAMP Authorized -The Synack Premium Security Testing Platform includes all the benefits of Synack Standard Security Testing Platform while providing additional $85,000.00 2.00%
risk reduction through a managed vulnerability disclosure program. Synack’s premium platform offering captures all testing data, enabling customers to track
improvements in their attack surface hardness over time, improve remediation timelines via the Synack API and integrations, and evaluate the quality of their
pentesting based on researcher coverage and controls, rather than just vulnerabilities found. It also provides i iate access to acti audit-ready reports and
unlimited patch verification.
In addition to all the benefits of Synack’s standard platform offering, the Synack Premium Security Testing Platform provides access to a managed vulnerability
disclosure program. Synack will manage iations with who submit vt i , triage all issi and assist with real-time reporting and patch
verification on new vulnerabilities. This platform tier also includes internal and external testing, up to 3 VPN connections, and a named CSM.
See a comparison of platform tiers here: https://www.synack.com/product-offering/ - Annual

SYNACK-PLATFORM-03-FR FedRAMP Authorized - Synack Elite Security Testing Platform - Annual $130,000.00 2.00%

SYNACK-PLATFORM-03-UPG-FR | Synack Elite Security Testing Platform, Upgrade from Premium - Annual Subscription $40,000.00 2.00%

365-APP-ENT-02-FR FedRAMP Authorized - Annual Subscription - Synack365 pentesting process for up to 50 Unathenticated Web Applications, combining 365 days of open vulnerability $186,000.00 2.00%
discovery (OVD), SmartScan, and i vulnerability ions. Includes two premium OWASP or NIST 800-53 i

365-MOB-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack365 pentesting process for Mobile Application, combining 365 days of open vulnerability discovery (OVD) and $186,000.00; 2.00%
integrated vulnerability operations. Includes two premium OWASP or NIST 800-53 checklists.

365-APP-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack365 pentesting process for 1 Authenticated Web Application, combining 365 days of open vulnerability discovery $186,000.00] 2.00%
(OVD), SmartScan, and integrated vulnerability operations. Includes two premium OWASP or NIST 800-53 checklists.

365-H250-01-FR FedRAMP Authorized - Annual Subscription - Synack365 pentesting process for up to 250 Active IP Addresses, combining 365 days of open vulnerability discovery $186,000.00; 2.00%
(OVD), Smartscan, and integrated vulnerability operations. Includes two Premium Penetration Test Checklists.

2W-DIS-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack’s two week pentesting process combines seven days of open vulnerability discovery (OVD) for 1 Authenticated $36,000.00 2.00%
Web Application, SmartScan and integrated vulnerability operations.

2W-DIS-ENT-02-FR FedRAMP Authorized - Annual Subscription - Synack’s two week pentesting process combines seven days of open vulnerability discovery (OVD) for up to 50 $36,000.00 2.00%
Unathenticated Web Applications, SmartScan and integrated vulnerability operations.

2W-DIS-ENT-03-FR FedRAMP Authorized - Annual Subscription - Synack’s two week pentesting process combines seven days of open vulnerability discovery (OVD) for up to 250 IPs, $36,000.00 2.00%
SmartScan and integrated vulnerability operations.

2W-DIS-ENT-04-FR FedRAMP Authorized - Annual Subscription - Synack’s two week mobile application pentesting process combines seven days of open vulnerability discovery (OVD) $36,000.00 2.00%
and integrated vulnerability operations. For one mobile app.

90-MOB-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack’s 90 day application pentesting process for Mobile application, combining 90 days of open vulnerability discovery $90,000.00 2.00%
(OVD) and integrated vulnerability operations.

90-APP-ENT-02-FR FedRAMP Authorized - Annual Subscription - Synack 90 day application pentesting process for up to 50 Unauthenticated Web Applications, combining 90 days of open $90,000.00 2.00%
vulnerability discovery (OVD), SmartScan and integrated vulnerability operations.

90-H250-01-FR FedRAMP Authorized - Annual Subscription - Synack 90 day application pentesting process for up to 250 Active IP Addresses combining, open vulnerability discovery $90,000.00 2.00%
(OVD), SmartScan, and integrated vulnerability operations.

90-APP-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack’s 90 day application pentesting process for 1 Authenticated Web Application, combining 90 days of open $90,000.00 2.00%
vulnerability discovery (OVD), SmartScan and integrated vulnerability operations.

SYN-CT-AZUREWEB-01-FR FedRAMP Authorized - Annual Subscription - Utilize the Microsoft Cloud Benchmark (formerly Azure Security Benchmark), published annually by Microsoft, to test your $19,200.00 2.00%
Azure-hosted web application's security posture against best practices outlined by the benchmark.

SYN-CT-AZUREHOST-01-FR FedRAMP Authorized - Annual Subscription - Utilize the Microsoft Cloud Benchmark (formerly Azure Security Benchmark), published annually by Microsoft, to test your $14,250.00 2.00%
Azure environment's security posture against best practices outlined by the benchmark.

ADD-DIS-MOB-ENT-01-FR FedRAMP Authorized - Annual Subscription - Synack’s two week mobile application pentesting process combines seven days of open vulnerability discovery (OVD) $12,000.00 2.00%
and integrated vulnerability operations.
One instance of this SKU can cover both the iOS and Android version of an app.

ADD-90-MOB-ENT-01-FR FedRAMP Authorized - Annual Subscription - Additional mobile assessment on a single mobile platform [(iOS or Android), in addition to shared API testing]. Price is $30,000.00 2.00%
per mobile platform. Must purchase a Web Synack90 assessment to qualify for this add-on sku. One instance of this SKU can cover both the iOS and Android version
of an app.

ADD-365-MOB-01-FR FedRAMP Authorized - Annual Subscription - Additional mobile assessment on a mobile app. Must purchase a Web Synack365 assessment to qualify for this add-on $60,000.00 2.00%
SKU. One instance of this SKU can cover both the iOS and Android version of an app.

SYN-APIHL-01-FR FedRAMP Authorized - Annual Subscription - Headless API endpoints testing from an adversarial perspective, documentation of the work performed, and proof-of- $36,000.00 2.00%
coverage. Up to 25 endpoints included.

SYN-APIADD-01-FR FedRAMP Authorized - Annual Subscription - Headless API endpoints testing from an adversarial perspective, documentation of the work performed, and proof-of- $15,000.00 2.00%
coverage. 10 additional endpoints included.

MRD-ADDON-01-FR FedRAMP Authorized - Annual Subscription - A managed responsible disclosure program for of organizatoin by the public. issi are $54,000.00 2.00%
triaged by Synack. Previously named "disclose”

SYN-DR-01-FR FedRAMP Authorized - Annual Subscription - Digital Reconnaissance uses members of the Synack Red Team (SRT), Open-Source Intelligence (OSINT) $22,500.00 2.00%
methodologies and frameworks and tooling to footprint an organization from an external, adversarial perspective. The goal is to aggregate publicly available
information (PAI) that on an individual basis is essentially innocuous, but at an aggregate, holistic level highlights potential attack vectors. Only passive testing is used.
A minimum of 15 data points are assessed in the report.

SYN-CC-NIST-01-FR FedRAMP Authorized - Annual Subscription - For federal agencies requiring NIST compliance, the NIST SP 800-53 checklist audits security and privacy controls $9,150.00] 2.00%
inspect how they deal with interagency credentials such as the PIV. These checks may be mapped to compliance with regulations such as FISMA, HIPAA, or Sarbanes-|
Oxley (SOX). This test is not recommended for non-federal agencies.
This SKU is for the web version.

SYN-CC-NIST4-01-FR FedRAMP Authorized - Annual Subscription - For federal targets requiring NIST compliance, Synack has created a NIST SP 800-53 rev 4 Web security controls $15,450.00 2.00%
checklist. These may be mapped to compliance with regulations such as FISMA, HIPAA, or Sarbanes-Oxley (SOX). This test is not recommended for non-federal
agencies.
This SKU is for the host version.

SYN-HP-NSCOPE-01-FR FedRAMP Authorized - Annual Subscription - A researcher will share a high-level report detailing their perspective on the security posture of assets under management $7,500.00] 2.00%
with Synack and report their findings. This can be used to prioritize remediation of vulnerabilities, inspect hardened assets, or analyze other specific surface areas.

SYN-HP-VULN-01-FR FedRAMP Authorized - Annual Subscription - This p! areport that is to non-technical audiences. It can convey progress on an asset's security $1,950.00] 2.00%
posture and inform future priorities. It can also be used to help an organization better understand why certain systemic issues have appeared in past assessments, and
what can be done to solve them.

SYN-MT-IUP-01-FR FedRAMP - Annual Subscription - Test for common and critical vt that may surface as the result of an update to an asset. $3,750.00] 2.00%

SYN-SB-ASVS2-01-FR FedRAMP Authorized - Annual Subscription - OWASP Application Security Verification Standard (ASVS) Level 2 (Standard) provides a basic checklist for $25,800.00 2.00%
authentit websites containing sensitive data, such as business ions.

SYN-MT-CVECHK-01-FR FedRAMP Authorized - Annual Subscription - This checks for the SUNBURST, SUPERNOVA, SUNSPOT, TEARDROP and RAINDROP issues that are associated with $1,350.00] 2.00%
the SolarWinds breach.

SYN-SB-ASVS1-01-FR FedRAMP Authorized - Annual Subscription - OWASP Application Security Verification Standard (ASVS) Level 1 (Opportunistic) provides a basic checklist of security $19,950.00 2.00%
controls for websites that are not expected to handle sensitive data, such as informational sites with basic authenticati

SYN-SB-ASVS1-02-FR FedRAMP Authorized - Annual Subscription - This checklist is a subset of the ASVS Level 1 Authenticated. It does not require credentials. Additionally, some checks $14,400.00 2.00%
are not available due to the unauthenti nature of the hence the lower missions count.

SYN-SB-ASVS2-02-FR FedRAMP Authorized - Annual Subscription - This checklist is a subset of the ASVS Level 2 Authenticated. It does not require credentials. Additionally, some checks $16,950.00 2.00%
are not available due to the unauthenti nature of the hence the lower missions count.

SYN-SB-ASVS3-01-FR FedRAMP Authorized - Annual Subscription - OWASP Application Security Verification Standard (ASVS) Level 3 (Advanced) provides the most stringent security $26,550.00 2.00%
requirements under ASVS. They are designed to protect the most critical authenticated applications such as military, infrastructure, and health and safety software. An

ication achieves ASVS Level 3 I if it defends against advanced ication security vulnerabilities.

SYN-SB-ASVS3-02-FR FedRAMP Authorized - Annual Subscription - This checklist is a subset of the ASVS Level 3 Authenticated. It does not require credentials. Additionally, some checks $16,950.00 2.00%
are not available due to the unauthenti nature of the hence the lower missions count.

SYN-VC-DROID-01-FR FedRAMP Authorized - Annual Subscription - This checklist ensures basic penetration testing coverage for Android APKs by checking for a subset of the most $9,600.00] 2.00%
impactful vulnerabilities outlined by the OWASP Mobile Security Testing Guide (MSTG).

SYN-VC-DROID-02-FR FedRAMP Authorized - Annual Subscription - This checklist runs the full set of checks from the OWASP Mobile Security Testing Guide (MSTG) framework for Android $18,600.00 2.00%
APKs. It contains all Missions enumerated in the Basic Android Checklist, plus more.

SYN-VC-WEB-01-FR FedRAMP Authorized - Annual Subscription - Based on the OWASP Web Security Testing Guide (WSTG), this checklist a subset of the $9,150.00] 2.00%
outlined in the framework.

SYN-VC-WEB-02-FR FedRAMP Authorized - Annual Subscription - Based on the OWASP Web Security Testing Guide (WSTG), this checklist looks for an extensive list of common and $19,500.00 2.00%
critical web vulnerabilities.

SYN-VC-HOST-01-FR FedRAMP Authorized - Annual Subscription - This checklist ensures basic penetration testing coverage for hosts. It is a subset of the most impactful items curated $9,750.00] 2.00%
from OWASP.

SYN-VC-HOST-02-FR FedRAMP Authorized - Annual Subscription - This comprehensive, black-box testing checklist addresses host assets and maps to vulnerabilities identified in OWASP. $13,800.00 2.00%
This checklist contains all Missions er in the Basic Host Checklist, plus more.

SYN-VC-10S-01-FR FedRAMP Authorized - Annual Subscription - This checklist ensures basic penetration testing coverage for iOS IPA files. It contains a subset of impactful items curated $9,600.00] 2.00%
from the OWASP Mobile Security Testing Guide (MSTG). This checklist looks for i \7 ies in an iOS .

SYN-VC-10S-02-FR FedRAMP Authorized - Annual Subscription - As with the basic checklist, this checklist's goal is to document penetration testing coverage for iOS IPA files and is also $18,600.00 2.00%

based on the OWASP MSTG framework. However, the Premium iOS Checklist contains more Missions than the basic checklist. These Missions represent the full set
of vulnerability checks from the framework that can be checked externally.




SYN-NIST5-WEB-01-FR FedRAMP Authorized - Annual Subscription - For federal agencies requiring NIST compliance, the NIST SP 800-53 rev 5 checklist audits security and privacy controls $12,150.00 2.00%
that are in place and inspects how they deal with interagency credentials such as the PIV. This checklist can be performed via opaque testing. These checks may be
mapped to compliance with regulations such as FISMA, HIPAA, or Sarbanes-Oxley (SOX). They can also provide auditable documentation for compliance-driven
audits and proof-of-work purposes. Applies to web applications only.
Non-federal agencies should not consume this test.

SYN-NIST5-HOST-01-FR FedRAMP Authorized - Annual Subscription - For federal agencies requiring NIST compliance, the NIST SP 800-53 rev 5 checklist audits security and privacy controls $12,450.00 2.00%
that are in place and inspects how they deal with interagency credentials such as the PIV. This checklist can be performed via opaque testing. These checks may be
mapped to compliance with regulations such as FISMA, HIPAA, or Sarbanes-Oxley (SOX). They can also provide auditable documentation for compliance-driven
audits and proof-of-work purposes. Applies to Host applications only.
Non-federal agencies should not consume this test.

SYN-DES-TAM-01-FR Provides the client with a designated Technical Account Manager (TAM). A designated TAM is a technical resource with a skill set in red team penetration testing. The $300,000.00 2.00%
TAM provides consulting support to the customer in setting up new penetration testing, ensuring assets are accessible to security researchers, and providing ongoing
technical support. The desil TAM is a named resource for the customer to act as the primary point-of-contact for all technical testing issues - Annual

SYN-VC-AILLM-01-FR FedRAMP Authorized - Annual Subscription - Synack's Al/LLM missions ask researchers to check for common vulnerabilities listed on the OWASP Al/LLM Top 10 $10,500.00 2.00%
including prompt injection, sensitive information disclosure, training data poisoning and insecure output handling. These missions should be combined with an OVD
package like Synack14 or Synack365 to assess the web app in context.
Applicable to multiple Al/LLM experiences including chatbots, image generation and search engines.

SYNACK-PLATFORM-02-US The Synack Premium Security Testing Platform includes all the benefits of Synack Standard Security Testing Platform while providing additional risk reduction through $60,000.00 2.00%
a managed vulnerability disclosure program. Synack’s premium platform offering captures all testing data, enabling customers to track improvements in their attack
surface hardness over time, improve remediation timelines via the Synack API and integrations, and evaluate the quality of their pentesting based on researcher
coverage and controls, rather than just vulnerabilities found. It also provides il iate access to acti , audit-ready reports and unlimited patch verification.
In addition to all the benefits of Synack’s standard platform offering, the Synack Premium Security Testing Platform provides access to a managed vulnerability
disclosure program. Synack will manage iations with who submit ilities, triage all i and assist with real-time reporting and patch
verification on new vulnerabilities. This platform tier also includes internal and external testing, up to 3 VPN connections, and a named CSM.
See a comparison of platform tiers here: https://www.synack.com/product-offering/ - Annual

SYNACK-PLATFORM-03-US Synack Elite Security Testing Platform - Annual $100,000.00 2.00%

SYNACK-PLATFORM-03-UPG-US | Synack Elite Security Testing Platform, Upgrade from Premium - Annual $40,000.00 2.00%

365-APP-ENT-02-US Synack365 pentesting process for up to 50 Unathenticated Web Applications, combining 365 days of open vulnerability discovery (OVD), SmartScan, and integrated $136,400.00 2.00%
vulnerability operations. Includes two premium OWASP or NIST 800-53 i

365-MOB-ENT-01-US Synack365 pentesting process for Mobile Application, combining 365 days of open vulnerability discovery (OVD) and integrated vulnerability operations. Includes two $136,400.00; 2.00%
premium OWASP or NIST 800-53 checklists.

365-APP-ENT-01-US Synack365 pentesting process for 1 Authenticated Web Application, combmmg 365 days of open vulnerability discovery (OVD), SmartScan, and integrated $136,400.00 2.00%
vulnerability operations. Includes two premium OWASP or NIST 800-53

365-H250-01-US Synack365 pentesting process for up to 250 Active IP Addresses, combining 365 days of open vulnerability discovery (OVD), Smartscan, and integrated vulnerability $136,400.00; 2.00%
operations. Includes two Premium Penetration Test Checklists.

2W-DIS-ENT-01-US Synack’s two week pentesting process combines seven days of open vulnerability discovery (OVD) for 1 Authenticated Web Application, SmartScan and integrated $26,400.00 2.00%
vulnerability operations.

2W-DIS-ENT-02-US Synack’s two week pemestlng process combines seven days of open vulnerability discovery (OVD) for up to 50 Unathenticated Web Applications, SmartScan and $26,400.00 2.00%
integrated

2W-DIS-ENT-03-US Synack’s two week pentesnng process combines seven days of open vulnerability discovery (OVD) for up to 250 IPs, SmartScan and integrated vulnerability $26,400.00 2.00%
operations.

2W-DIS-ENT-04-US Synack’s two week mobile application pentesting process combines seven days of open vulnerability discovery (OVD) and integrated vulnerability operations. For one $26,400.00 2.00%
mobile app.

90-MOB-ENT-01-US Synack’s 90 day application pentesting process for Mobile application, combining 90 days of open vulnerability discovery (OVD) and integrated vulnerability operations. $66,000.00 2.00%

90-APP-ENT-02-US Synack 90 day appllcatlon pemeshng process for up to 50 Unautt Web A 90 days of open vulnerability discovery (OVD), SmartScan $66,000.00 2.00%
and integrated vt

90-H250-01-US Synack 90 day application pentestmg process for up to 250 Active IP Addresses combining, open vulnerability discovery (OVD), SmartScan, and integrated $66,000.00 2.00%
vulnerability operations.

90-APP-ENT-01-US Synack’s 90 day appllcanon pentestlng process for 1 Autt Web A 90 days of open vulnerability discovery (OVD), SmartScan and $66,000.00 2.00%
integrated

MRD-ADDON-01-US A managed responsible dlsclosure program for submission of i in vulr by the public. Submissions are triaged by Synack. Previously named $39,600.00 2.00%
"disclose" - Annual

LPP-DIS-01-US Virtual workstation for enhanced control around SRT testing - Annual $5,280.00! 2.00%

ADD-DIS-MOB-ENT-01-US Synack’s two week mobile application pentesting process combines seven days of open vulnerability discovery (OVD) and integrated vulnerability operations. $8,800.00] 2.00%
One instance of this SKU can cover both the iOS and Android version of an app.

ADD-365-MOB-01-US Additional mobile assessment on a mobile app. Must purchase a Web Synack365 assessment to qualify for this add-on SKU. One instance of this SKU can cover both $44,000.00 2.00%
the iOS and Android version of an app.

SYN-DR-01-US Digital Reconnaissance uses members of the Synack Red Team (SRT), Open-Source Intelligence (OSINT) methodologies and frameworks and tooling to footprint an $16,500.00 2.00%
organization from an external, adversarial perspective. The goal is to aggregate publicly available information (PAI) that on an individual basis is essentially innocuous,
but at an aggregate, holistic level highlights potential attack vectors. Only passive testing is used. A minimum of 15 data points are assessed in the report.

ADD-90-MOB-ENT-01-US Additional mobile assessment on a single mobile platform [(iOS or Android), in addition to shared API testing]. Price is per mobile platform. Must purchase a Web $22,000.00 2.00%
Synack90 1t to qualify for this add-on sku. One instance of this SKU can cover both the iOS and Android version of an app.

SYN-APIHL-01-US Headless API testing from an ial p ive, of the work performed, and proof-of-coverage. Up to 25 endpoints included. $26,400.00 2.00%

SYN-APIADD-01-US Headless API testing from an i of the work performed, and proof-of-coverage. 10 additional endpoints included. $11,000.00 2.00%

SYN-CT-AZUREWEB-01-US Utilize the Microsoft Cloud Benchmark (formerly Azure Security Benchmark) published annually by Microsoft, to test your Azure-hosted web application's security $14,080.00 2.00%
posture against best practices outlined by the benchmark. - Annual

SYN-CT-AZUREHOST-01-US Utilize the Microsoft Cloud Benchmark (formerly Azure Security Benchmark), published annually by Microsoft, to test your Azure environment's security posture against $10,450.00 2.00%
best practices outlined by the benchmark. - Annual

SYN-CC-NIST-01-US For federal agencies requiring NIST compliance, the NIST SP 800-53 checklist audits security and privacy controls inspect how they deal with interagency credentials $6,710.00 2.00%
such as the PIV. These checks may be mapped to compliance with regulations such as FISMA, HIPAA, or Sarbanes-Oxley (SOX). This test is not recommended for
non-federal agencies.
This SKU is for the web version.

SYN-CC-NIST4-01-US For federal targets requiring NIST compliance, Synack has created a NIST SP 800-53 rev 4 Web security controls checklist. These may be mapped to compliance with $11,330.00 2.00%
regulations such as FISMA, HIPAA, or Sarbanes-Oxley (SOX). This test is not recommended for non-federal agencies.
This SKU is for the host version.

SYN-HP-NSCOPE-01-US A researcher will share a high-level report detailing their perspective on the security posture of assets under management with Synack and report their findings. This $5,500.00 2.00%
can be used to prioritize iation of vulr ilities, inspect hardened assets, or analyze other specific surface areas.

SYN-HP-VULN-01-US This p a report that is cc to non-technical audiences. It can convey progress on an asset's security posture and inform future priorities. It can also be $1,430.00] 2.00%
used to help an ization better understand why certain systemic issues have app! in past its, and what can be done to solve them.

SYN-MT-IUP-01-US Test for common and critical vulnerabilities that may surface as the result of an update to an asset. $2,750.00; 2.00%

SYN-MT-CVECHK-01-US This checks for the SUNBURST, SUPERNOVA, SUNSPOT, TEARDROP and RAINDROP issues that are associated with the SolarWinds breach. $990.00 2.00%

SYN-SB-ASVS1-01-US OWASP Application Security Verification Standard (ASVS) Level 1 (Opportunistic) provides a basic checklist of security controls for websites that are not expected to $14,630.00; 2.00%
handle sensitive data, such as informational sites with basic authentication.

SYN-SB-ASVS1-02-US This checklist is a subset of the ASVS Level 1 Authenticated. It does not require credentials. Additionally, some checks are not available due to the unauthenticated $10,560.00 2.00%
nature of the it, hence the lower missions count.

SYN-SB-ASVS2-01-US OWASP Application Security Verification Standard (ASVS) Level 2 (Standard) provides a basic checklist for authenticated websites containing sensitive data, such as $18,920.00; 2.00%
business transactions.

SYN-SB-ASVS2-02-US This checklist is a subset of the ASVS Level 2 Authenticated. It does not require credentials. Additionally, some checks are not available due to the unauthenticated $12,430.00 2.00%
nature of the it, hence the lower missions count.

SYN-SB-ASVS3-01-US OWASP Application Security Verification Standard (ASVS) Level 3 (Advanced) provides the most stringent security requirements under ASVS. They are designed to $19,470.00 2.00%
protect the most critical authenticated applications such as military, infrastructure, and health and safety software. An application achieves ASVS Level 3 compliance if
it ately defends against advanced ion security vulnerabilities.

SYN-SB-ASVS3-02-US This checklist is a subset of the ASVS Level 3 Authenticated. It does not require credentials. Additionally, some checks are not available due to the unauthenticated $12,430.00; 2.00%
nature of the it, hence the lower missions count.

SYN-VC-DROID-01-US This checklist ensures basic penetration testing coverage for Android APKs by checking for a subset of the most impactful vulnerabilities outlined by the OWASP $7,040.00] 2.00%
Mobile Security Testing Guide (MSTG).

SYN-VC-DROID-02-US This checklist runs the full set of checks from the OWASP Mobile Security Testing Guide (MSTG) framework for Android APKs. It contains all Missions enumerated in $13,640.00 2.00%
the Basic Android Checklist, plus more.

SYN-VC-WEB-01-US Based on the OWASP Web Security Testing Guide (WSTG), this checklist addresses a subset of the vulr outlined in the framework $6,710.00 2.00%

SYN-VC-WEB-02-US Based on the OWASP Web Security Testing Guide (WSTG), this checklist looks for an nsive list of common and critical web $14,300.00! 2.00%

SYN-VC-HOST-01-US This checklist ensures basic ion testing coverage for hosts. It is a subset of the most i items curated from OWASP. $7,150.00 2.00%

SYN-VC-HOST-02-US This comprehensive, black-box testing checklist addresses host assets and maps to vulnerabilities identified in OWASP. This checklist contains all Missions $10,120.00 2.00%

in the Basic Host Checklist, plus more.

SYN-VC-10S8-01-US This checklist ensures basic penetration testing coverage for iOS IPA files. It con(alns a subset of impactful items curated from the OWASP Mobile Security Testing $7,040.00 2.00%
Guide (MSTG). This checklist looks for i ilities in an i0S i .

SYN-VC-108-02-US As with the basic checklist, this checklist's goal is to document penetration testing coverage for iOS IPA files and is also based on the OWASP MSTG framework. $13,640.00 2.00%

However, the Premium iOS Checklist contains more Missions than the basic checklist. These Missions represent the full set of vulnerability checks from the framework
that can be checked externally.




SYN-NIST5-WEB-01-US

For federal agencies requiring NIST compliance, the NIST SP 800-53 rev 5 checklist audits security and privacy controls that are in place and inspects how they deal
with interagency credentials such as the PIV. This checklist can be performed via opaque testing. These checks may be mapped to compliance with regulations such
as FISMA, HIPAA, or Sarbanes-Oxley (SOX). They can also provide auditable doct ) for I driven audits and proof-of-work purposes. Applies to web
applications only.

Non-federal agencies should not consume this test.

$8,910.00]

2.00%

SYN-NIST5-HOST-01-US

For federal agencies requiring NIST compliance, the NIST SP 800-53 rev 5 checklist audits security and privacy controls that are in place and inspects how they deal
with interagency credentials such as the PIV. This checklist can be performed via opaque testing. These checks may be mapped to compliance with regulations such
as FISMA, HIPAA, or Sarbanes-Oxley (SOX). They can also provide auditable doct ) for I driven audits and proof-of-work purposes. Applies to host
applications only.

Non-federal agencies should not consume this test.

$9,130.00]

2.00%

SYN-VC-AILLM-01-US

Synack's Al/LLM missions ask researchers to check for common vulnerabilities listed on the OWASP AI/LLM Top 10 including prompt injection, sensitive information
disclosure, training data poisoning and insecure output handling. These missions should be combined with an OVD package like Synack14 or Synack365 to assess the
web app in context.

Applicable to multiple Al/LLM experiences including chatbots, image generation and search engines.

$7,700.00]

2.00%




